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Cure Your Technology Headaches

Welcome to remedy IT's latest newsletter - providing information that will allow you to get
the most of your technology while remaining safe on the Internet.

Ransomware is a growing menace on the internet. The examples | have seen are completely
debilitating to the infected PC and are difficult to remove. Arming yourself with a little
knowledge will hopefully help you to steer clear of the threats. This is definitely worth a read.

Click here to forward the newsletter to anyone who might benefit from it.

Ransomware is a type of virus best described as an online extortion racket. The virus locks or
disables your PC in some way and then demands payment in the form of a "fine" to render
your PC usable again. Like most scams, the ransomware message claims to come from a
legitimate organization, the AFP in the example below, to try to convince victims that they did
something wrong to incur the fine.

As with most of these things, paying the fine does nothing to fix the problem. The virus will
still need to be removed manually.

v, AFP

Australian Federal Police

Attention!

. e -
Your PC ks blocked due 1o at least one of the reasons specified below,
You have been violating «Copyright and Retated Rights Laws (Video, Musi, Software)

and #egally using or distributing copyrighted content, thus infringing Article 128 of the
Criminal Code of Australia.

Article 128 of the Criminal Code provides for a fine of 2 to 5 hundred minimal wages or &

deprivation of liberty for 2 to 8 years, Okash
You have been viewing or distributing prohdited Pornographic content (Child
Porn/Zoophitia and etc). Thus violating article 202 of the Criminal Code of Austratia. Code Sum
1 -
Article 202 of the Criminal Code provides for 3 deprivation of liberty for 4 to 12 years. L
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Miegal access to computer data has been Initiated from your PC, or you have been...

Article 208 of the Criminal Code provides for a fine of up to AUD $100,000 and/or a
deprivation of tiberty for 4 to 9 years,

Megal access has been inithated from your PC without your knowledge or consent, your PC Where | can buy Ukash?

may be infected by malware, thus you are violating the Lyw On Neglectful Use of Personal

Coenputer. Articke 210 of the Criminal Code provides for a fine of AUD $2,000 to AUD You can get Ukash from hundreds of thousands of
$8,000. global locations, caline, from wallets, from kiosks

and ATMs.

Spam distribution or other unlawful advertising has been effected from your PC as 3
orofit-seeking activity or without vour knowledae. vour PC mav be infected by mabware. A . < - =



http://us4.forward-to-friend.com/forward?u=1eb0a8f6d9184f6fde9e5bb2b&id=fef3463cb7&e=%5bUNIQID%5d
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Most variants of ransomware are described as "drive-by" malware since they can install
themselves when a user simply visits a compromised website. Be very, very careful of
following links in email from unknown sources.

More than ever | strongly recommend purchasing Kaspersky Internet Security. You used to
get by with free virus protection and a bit of caution. It's getting to the point where it's nearly
essential to pay for effective protection - even then there are no guarantees but the odds of
staying safe will be on your side. You can download Kaspersky Internet Security online

at www.kasperskyanz.com.au or purchase a disk at most computer retailers. Make sure you

remove any current virus protection before installing Kaspersky.

If you're so inclined, Symantec has posted a 16 page whitepaper that discusses ransomware

in greater detail.

As always, please contact us if you have any questions or concerns.

All the best,

Ken & The Team at remedy I.T.

Ken Hyams is the Managing Director or Remedy I.T. Pty Ltd, a Bulimba based IT
consulting company catering to small business and home users. You can contact Ken
directly at ken@remedyit.com.au.
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